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Virtualization Overview



Gartner's Top 10 Strategic Te(:hnologiescsmc
for 2010
A Advanced Analytics A Social Computing
A Cloud Computing A Security 8 Activity
A Client Computing Monitoring
A T for Green A Flash Memory
A Reshaping the data A Virtualization for
centre Avallability

A Mobile Applications

Virtualization part of the  top 10 strategic technologies for 2009



http://blogs.gartner.com/david_cearley/2008/10/14/gartner%E2%80%99s-top-10-strategic-technologies-for-2009/

Virtualization Market Growth

A 5 fold growth in
virtualization market
place

A More expensive
servers

A Virtualization
management
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Information Technology Challenges =42~

A Simplify Management
0 Information and organizational growth
d Patching and software updates
d Increase availability
d System deployment
d Regulatory compliance
A Reduce Costs
d Server sprawl
d System and application maintenance
0 Infrastructure costs
A Increase Security
d AV & Spam
d Threat protection

Motivation for Virtual Computers



Virtualization g@f}\"fé

A Virtualization is a technology that combines or divides
computing resources to present one or many operating
environments

A It uses methodologies like hardware and software
partitioning or aggregation, partial or complete
machine simulation, emulation, time -sharing etc

A Offers a wide variety of tangible benefits to those
wanting to consolidate their computing resources and
at the same time save money.

A E.g. VMware, Virtual PC, Virtual Box etc



Virtual Machine Implementation CONC
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Unified View COAC

A virtualization - an essential part of all computer
systems

A Provides smart interconnection mechanisms for the
three major system components n application
software, system software, and hardware

A The study of virtualization technologies is a
discipline in its own right

A Virtualization will stand on equal footing with the
other major areas of computer systems design



Benefits of Virtualization Cémc

A Flexibility and Agility

A Server Consolidation

A Business Continuity and Disaster Recovery
A Reduction in Downtime

A Reduction in administrative costs (operational cost and
deployment



Types of Virtualization

A Operating System Virtualization
A Server Virtualization

A Application Virtualization

A Desktop Virtualization

A Streaming

CONC



Types of Virtualization

A Storage Virtualization

A Data Virtualization

A Clustering & Grid Computing
A Software as a Service

A Thin Client computing

cOAC



Virtualization Applications g@fﬁé

A Development and Testing

A Server Consolidation

A Multiple OS and application Support
A Application isolation

A Training

A Load Balancing



Virtualization Applications COAC

A Failover/high availability
A Server Pooling

A Disaster Recovery

A Help desk

A Security



cOAC

Virtualization Application
Scenarios



Server Consolidation COAC

A Increase hardware
utilization

A Reduced costs
0 Fewer systems
0 Less power
0 Less cooling
o0 Lower IT resources

A Reduced Infrastructure
0 Fewer racks
o Fewer switches




Multiple O/S & Applications g‘ﬁ:’%zg

A Linux Interoperability
0 Shared hardware

A Legacy OS Support
0 Windows NT 4.0

0 Limited support for
modern hardware

A ISV Applications

0 Restricted platform
support




Training

A Present and reset training image
0 Just reset the VM
d No need to reimage the systems
0 Network isolation
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Help Desk cDAC

A Increase ability to represent multiple product
environments

A Reduced infrastructure
0 Physical systems
d Space requirements

0 Power
d Cabling

A Enhanced test system accessibility
A Ability to rollback test system state



Lab and Deployment Testing  coAc

A Build a test virtual network
Infrastructure

A Duplicate physical model

d Same domain structure and
system names

d Virtual network clients
A Reduced physical system

requirements
. DC
d No need for 1-1 physical
systems ™ Virtual Network|
: - VM VM
A Virtual networking oM om
d Connects virtual systems

d Isolated from production
network



Disaster Recovery CDAC

A Fewer servers to manage and recover/restore
0 Reduces costs

A Server VMs are hardware independent
0 Can be restored to other platforms

0 No need to match primary site and secondary site
hardware

A VMs are encapsulated
0 Faster
d Can be replicated between sites
0 No need for bare-metal installs



Disaster Recovery cONC

A Physicalto-VM recovery
0 Restore physical backup to running VM

0 Lower costs 0no need for 1-to-1 physical
servers

A VMto-VM recovery

0 Protects against operating system /
application failure

d Recover failed VM on another server



High Avallability for Hosts cdAC

Virtual

v
Primary Site Recovery Site




High Availability for VMs ~ €PAC
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Application Isolation COANC

A Sandboxing
AUse browser in VM
Alsolated from host

ADiscard changes |
when finished Host

Virtual Machine




Intrusion Detection CONC

A Honeypotting
OCreate a oproduction |
d Logging sensors to record attack activity

d Microsoft Honeymonkey
http://research.microsoft.com/HoneyMonkey/

0 VM Honeypots are recognizable



http://research.microsoft.com/HoneyMonkey/

Security ConC

A Forensic Analysis

A Duplicate a compromised system
0 P2V makes an exact working copy
0 Offsite analysis

A Snapshots
d Point-in-time copies



Running Incompatible Applications E@?’f@

A Different versions of Microsoft Office
A Running beta software

A Running multiple Java virtual machines



cOAC

Network Security Training using
Virtual Training Environment



Lab setup cdAC

A Lab supported with
0 Heterogeneous platforms
d Open source tools
o Firewalls
0 IDS
0 Packet Sniffers
0 Cryptography solns like SSL, GNU PGP etc

Using Virtual Server Technology



Technical Architecture ?;%‘E
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Experiment Lab LAN connecting HOST Machines which consists of Virtual Machines




Lab Deployment Scenario g‘@%fg



