
Virtualization Overview



Gartner's Top 10 Strategic Technologies 

for 2010

ÅAdvanced Analytics

ÅCloud Computing

ÅClient Computing

ÅIT for Green

ÅReshaping the data 

centre

ÅSocial Computing

ÅSecurity ðActivity 

Monitoring

ÅFlash Memory

ÅVirtualization for 

Availability

ÅMobile Applications

Virtualization part of the top 10 strategic technologies for 2009

http://blogs.gartner.com/david_cearley/2008/10/14/gartner%E2%80%99s-top-10-strategic-technologies-for-2009/


Virtualization Market Growth

Å5 fold growth in 

virtualization market 

place

ÅMore expensive 

servers

ÅVirtualization 

management



Information Technology Challenges

Å Simplify Management

ðInformation and organizational growth

ðPatching and software updates

ðIncrease availability

ðSystem deployment

ðRegulatory compliance

Å Reduce Costs

ðServer sprawl 

ðSystem and application maintenance

ðInfrastructure costs

Å Increase Security

ðAV & Spam 

ðThreat protection

Motivation for Virtual Computers



ÅVirtualization is a technology that combines or divides 
computing resources to present one or many operating 
environments

ÅIt uses methodologies like hardware and software 
partitioning or aggregation, partial or complete 
machine simulation, emulation, time -sharing etc

ÅOffers a wide variety of tangible benefits to those 
wanting to consolidate their computing resources and 
at the same time save money.

ÅE.g. VMware, Virtual PC, Virtual Box etc

Virtualization



Virtual Machine Implementation



Unified View

Åvirtualization - an essential part of all computer 
systems

ÅProvides smart interconnection mechanisms for the 
three major system components ñapplication 
software, system software, and hardware

ÅThe study of virtualization technologies is a 
discipline in its own right 

ÅVirtualization will stand on equal footing with the 
other major areas of computer systems design



Benefits of Virtualization

ÅFlexibility and Agility

ÅServer Consolidation

ÅBusiness Continuity and Disaster Recovery

ÅReduction in Downtime

ÅReduction in administrative costs (operational cost and 

deployment



Types of Virtualization

ÅOperating System Virtualization

ÅServer Virtualization

ÅApplication Virtualization

ÅDesktop Virtualization

ÅStreaming



ÅStorage Virtualization

ÅData Virtualization

ÅClustering & Grid Computing

ÅSoftware as a Service

ÅThin Client computing

Types of Virtualization



Virtualization Applications

ÅDevelopment and Testing

ÅServer Consolidation

ÅMultiple OS and application Support

ÅApplication isolation

ÅTraining

ÅLoad Balancing



ÅFailover/high availability

ÅServer Pooling

ÅDisaster Recovery

ÅHelp desk

ÅSecurity

Virtualization Applications



Virtualization Application 

Scenarios



Server Consolidation

ÅIncrease hardware 

utilization

ÅReduced costs

ðFewer systems

ðLess power

ðLess cooling

ðLower IT resources

ÅReduced Infrastructure

ðFewer racks

ðFewer switches



Multiple O/S & Applications

ÅLinux Interoperability

ðShared hardware

ÅLegacy OS Support

ðWindows NT 4.0

ðLimited support for 

modern hardware

ÅISV Applications

ðRestricted platform 

support



Training

ÅPresent and reset training image

ðJust reset the VM

ðNo need to reimage the systems

ðNetwork isolation



Help Desk

ÅIncrease ability to represent multiple product 

environments

ÅReduced infrastructure

ðPhysical systems

ðSpace requirements

ðPower

ðCabling 

ÅEnhanced test system accessibility

ÅAbility to rollback test system state



Lab and Deployment Testing

ÅBuild a test virtual network 
infrastructure

ÅDuplicate physical model
ðSame domain structure and 

system names

ðVirtual network clients

ÅReduced physical system 
requirements
ðNo need for 1-1 physical 

systems

ÅVirtual networking
ðConnects virtual systems

ðIsolated from production 
network



Disaster Recovery

ÅFewer servers to manage and recover/restore

ðReduces costs

ÅServer VMs are hardware independent

ðCan be restored to other platforms 

ðNo need to match primary site and secondary site 

hardware

ÅVMs are encapsulated

ðFaster

ðCan be replicated between sites

ðNo need for bare-metal installs



Disaster Recovery

ÅPhysical-to-VM recovery

ðRestore physical backup to running VM

ðLower costs ðno need for 1-to-1 physical 

servers

ÅVM-to-VM recovery 

ðProtects against operating system / 

application failure

ðRecover failed VM on another server 



High Availability for Hosts

Primary Site Recovery Site



High Availability for VMs



Application Isolation

ÅSandboxing

ÅUse browser in VM

ÅIsolated from host

ÅDiscard changes 

when finished 



Intrusion Detection

ÅHoneypotting

ðCreate a òproduction look alikeó

ðLogging sensors to record attack activity

ðMicrosoft Honeymonkey

http://research.microsoft.com/HoneyMonkey/

ðVM Honeypots are recognizable

http://research.microsoft.com/HoneyMonkey/


Security

ÅForensic Analysis

ÅDuplicate a compromised system

ðP2V makes an exact working copy

ðOffsite analysis

ÅSnapshots 

ðPoint-in-time copies



Running Incompatible Applications

ÅDifferent versions of Microsoft Office

ÅRunning beta software

ÅRunning multiple Java virtual machines



Network Security Training using 

Virtual Training Environment



Lab setup

ÅLab supported with

ðHeterogeneous platforms

ðOpen source tools

ðFirewalls

ðIDS

ðPacket Sniffers

ðCryptography solns like SSL, GNU PGP etc

Using Virtual Server Technology



Technical Architecture



Lab Deployment Scenario


