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History

« 1970’s : Main — frames IBM 360/40

e [980’s : Memory Management Unit

e [990’s : Java Virtual Machine

« 1998 : Creation of VMWare

« 2000’s : Honeypots / Jails

« 2006 : AMD/ Intel Hardware virtualization




What is Virtualization ? Eﬁ;%?é

Virtualization is a journey ...not a project

Virtualization is an ambiguous term requiring
clarification.

virtualization essentially decouples users and
applications  from  the  specific  hardware
characteristics of the systems they use to perform
computational tasks

Virtualization is the creation of a virtual (rather
than actual) version of something, such as an
operating system, a server, a storage device or
network resources



Why choose the topic Virtualizatiol 2

* Because you can!

 New technology

* Prevent Server Proliferation

» Server Consolidation

e Testing & Development

* SO0 many uses & so much power!



The Four Drivers of Virtualization

e Under Utilized Hardware
« Data Centers run out of space

« (reen initiatives demand better energy
efficiency

« System administration costs mount



Traditional Architectures ...~

« One OS one server one application
« Tightly coupled hardware and software
« Typical load on server is 5 —15 %



Virtualized Architecture ¢

« Many OS to one server

« Separation between software and Hardware
« Many applications on one server

« Typical load on server is 80 — 25%

* Dynamically optimized resources



Classification of Virtualization

 Virtualization Management Layered
Approach

* Dedicated Virtualization Approach

 Hardware-Based or Hardware-Assisted
Virtualization Approach
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Types of Virtualization =2AS

 Client Virtualization
 Server Virtualization

e Storage Virtualization

« Hardware Virtualization



Client Virtualization

ication packaging
[cation streaming
ware emulation
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Server Virtualization

 Server virtualization is where you use virtual
machines to separate the hardware from the
virtual operating systems, allowing you to
run multiple operating systems on a single
computer, all at the same time
— Operating System Virtualization
— Hardware Emulation
— Para virtualization



OS Virtualization
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OS Virtualization cont....

« Each virtual environment has its own
— File system
— Process table
— Networking configuration
— System libraries

e Provides software emulation
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OS Virtualization cont....

 Good solution for Software as a Service
— Saas:

« Software without needing to physically install it.

 Reduces the upfront costs associated with software package
licensing.

« Maintenance headache reduces.
— Ggogle docs
* Advantages:
— Similar set of OS functionalities
— IDEAL for webhosting (high density)
— Training

— Uses set of libraries for OS functionalities and file mapping
services for isolation

— Requires only one license
— Sandboxing



OS Virtualization cont....

 Limitations:
— Choosing the OS

— Each container must be the same type, version, and
patch level

— Limited to the device drivers
— Needs changes in the OS Kernel

* Products / Applications:
— Virtuozzo and OpenVZ, chroot(]



Virtualization with x86 .. Challenges
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Hardware Emulation cont....

Apps Apps Apps

Guest 08 Guest 0S5 Guest 0S5

Hardware VM A Hardware VM B

‘ Hardware
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Hardware Emulation

Virtualization software — HYPERVISOR
Emulates hardware environment
Emulated environment — VMM

Guest OS is installed in VM which interacts
with VMM

But the guest OS is to be modified - Instead
uses BINARY TRANSLATION



Different approaches to hardwaresnc
emulation:

* Install Hypervisor directly on the server —
bare metal

» Hypervisor installed on top of an existing OS
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Hardware Emulation cont...

e Limitation
— Performance penalty
— Device drivers cannot be installed just like that
— It is very slow

* Products
— VMWare Server and ESX server, Hyper-V, Xen




. . . Ca'f)mc
Paravirtulaization

« Enables the Guest OS to interact directly
with the Hypervisor — bare metal hypervisor

e« Domain O

« Domain U, Child partition

« Acts like a traffic cop

« Uses the concept of Shared Memory

« compile the guest OS before executing
« Stub drivers to device drivers
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ParaVirtualization cont...

Advantages:
— No separate device drivers =D
o o in U A
- uses from Privileged oY Seelld™N
guest Ring 2 Efxac;;t:nn
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— Very good performance | |
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— Multiple different OS can SRl Guest OS Virtualization

Virtualization Layer Non-virtualizable
be Supported - = 0S8 Instructions

Limitations:
— Quest OS is to be
modified
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Paravirtualization

As guest OS is to be modified, this is possible

for only open source OS such as Linux, BSD
flavors.

Windows cannot ....

Good news is Intel (Intel VT) and AMD (AMD-
V] provide functionality @ that enables

unmodified OS to be hosted by a
paravirtualized hypervisor.

Products

— Xen, UML

— Shortly — Microsoft Server Virtualization



 No modification of the
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Hardware Virtualization
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« Combination of Binary Translation and

Full virtualization

Direct execution techniques
« Native Virtualization (Bare — metal)
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Full Virtualization cont... ¢

« Advantages:

— Better than hardware emulation

— NO OS modification required

— Multiple Different OS can be supported
 Limitations:

— OS must support the underlying hardware
* Products

— VMWare, Virtual Box, Xen, Virtual PC (type —
[1)
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Storage Virtualization

« There is an increase in the shift of business
processes to Web-based digital applications -
explosion of data

« Problems with this explosion of data
— Storage capacity

— Having all the data sitting on one physical
machine creates a bottleneck

— Backup problems
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Storage Virtualization

* Direct Attached Storage
« Network Attached Storage
« Storage Area Network
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Storage Virtualization

« Storage Capacity
« No hardware crash



Uses of Virtualization ~ ©PAC

* Production data centres (server consolidation)

— Consolidate servers (especially legacy applications]

— Consolidate desktops
— Make more efficient use of hardware

— Enhance IT staff productivity
» Fewer points of admin

» Less hardware maintenance and fewer infrastructure
requirements

» Faster server deployment
» React faster to business needs
» Faster Server replacement



Uses of Virtualization — <°fS

* Testing and Development

— Point in Time Snapshots
— Network [solation
— Appliance download

» Disaster Recovery

— Hardware Independence (application portability)

« Most hardware selected for a traditional
server is oversized and much of the capacity
goes underutilized.




Uses of Virtualization Contd. €PAC

 Reduce IT costs :

* Improve Existing Hardware Utilization to reduce costs
« Reduce Software license requirements

 Leverage scarce IT resources to manage more

« Reduce energy costs and drive Green IT initiatives

* Improve Management of virtual infrastructure

« Business Improvements

 Better adapt to business changes

* Deliver services on demand

« Improve availability of applications

 Better secure data and infrastructure for risks
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Cost Savingsll!

"We estimate that VMware Infrastructure
enables us to avoid $7,500 in hardware and
maintenance costs for each server virtualized.
With 230 virtual machines now running our
business-critical applications on only 18
physical servers in our Chicago data center,
the savings add up to approximately $I.7
million," said Barry Naber, technology
manager at International Truck and Engine
Corp.,, a manufacturer of diesel engines,
trucks and school buses.



Virtualization Products availableconc
« VMware (EMC)

— VMware Player

— VMware Workstation

— VMware Server 1.x (used to be GSX]

— VMware Infrastructure (VI) 3 (ESX Server)
— VMware Fusion for MAC

— VMware products are feature rich and hold majority market
share.

— Www.vimwdre.com

e Microsoft

— Microsoft Virtual PC

— Microsoft Virtual Server

— Microsoft Longhorn - Hypervisor (coming soon)

— All Microsoft Virtualization products are Free Of Cost

— www.microsoft.com/windowsserversystem/virtualserver/default.
mspx



http://www.vmware.com/

Virtualization Products available™

* VirtuallRON

» Virtual[RON

» |t is a challenge to VMware ESX Server

» Offers for less price compared to VMware ESX Server
» www.virtualiron.com

* Parallels for MAC OS

» Parallels Desktop & Workstation
» www.parallels.com

« OpenSource

» Linux Xen



http://www.virtualiron.com/
http://www.parallels.com/
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Virtualization

AMD-V : Hardware virtualization
Chroot : OS — level virtualization
Bochs : emulation

BSD Jail : OS — level virtualization

ntel — VT : Hardware Virtualization
Linux KVM : Hardware Virtualization
Linux Vserver : OS — level virtualization
OpenV<Z : OS — level Virtualization
Qemu : Emulation

User — Model Linux : Paravirtualization
VirtualBox: Full, Hardware virtualization
VMWare : full-virtualization, paravirtualization
Xen : full, paravirtualizaion
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Bochs

CHARON-AXP
CHARON-VAX
Containers (also 'Zones’)
Cooperative Linux
Denali

DOSBox

DOSEMU

FreeVPS

GXemul

Hercules

Hyper-V

Imperas OVP Tools
iCore Virtual Accounts
Integrity Virtual Machines
FreeBSD Jail

JPC (Virtual Machine)
KVM

LinuxOnLinux

Linux- VServer

Logical Domains
LynxSecure
Mac-on-Linux
Mac-on-Mac

OKL4

OpenVZ

eeEeEeeeeeeeeeeeeeeeeee e ceEcE

Oracle VM

OVPsim

Padded Cell for x86
Padded Cell for PowerPC
Palacios VMM

Parallels Desktop for Mac
Parallels Workstation
PearPC

PowerVM

Proxmox Virtual Environment
QEMU

QEMU w/ kgqemu module
QEMU w/ qvm86 module
QuickTransit

RTS Hypervisor

SimNow

SIMH

Simics

Sun xVM Server

SVISTA 2004

TRANGO

User Mode Linux
View-0S

VDSmanager

e eEEeEeEeeeeeee e e ceEcE

€ € E €

Sun xVM VirtualBox
Virtual Iron Virtual Iron 3.1
Virtual PC 2007
Windows Virtual PC
Virtual PC 7 for Mac
VirtualLogix VLX

Virtual Server 2005 R2
CoWare Virtual Platform
Virtuozzo

VMware ESX Server
VMware ESXi

VMware Fusion

VMware Server

VMware Workstation 6.0
VMware Player 2.0

Wind River hypervisor

Wind River VxWorks MILS
Platform

Xen
XtratuM
z/VN\M

z LPARs
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What should or shouldn’t be g@%

virtualized?

e The best applications for consolidation to
virtual servers are less demanding applications
that don't make full use of their hardware.

* For example:

— Print server
— Web server
— Networking monitoring server

« However, more and more high end applications
are being moved to virtual due to the features
that you receive. For example.
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When not to use virtualization

 When your computing environment is static

 When your software providers refuse support
within a virtualized infrastructure

 When your applications don’t lend themselves
to virtualization

D

D
D
D

D

D
D
D

ications with high processing

ications that require specific hardware
ications that are graphics intensive
ications suffering from performance issues



Life cycle of virtualization proje%?mc

e Planning
— Use Cases
— Organization
— Architecture

* Implementation
— Products
— Hardware

« Operating your virtualization solution
— Migration
— Administration
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Planning: Use Cases

Business problem you're trying to address
Overall business requirements

Potential future requirements

Desired virtual machine density

Desired management toolset
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Planning: organization

« Keep your hands off “my” server

e That’s our windows group, and over there, is
our Linux group

« | don’t know how to do it, but I'll give it a
shot
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Planning: architecture

« Review all the use cases
 |dentify Infrastructure implications

* Decide how you'll organize your virtual
SErvers

 Establish your hardware requirements
relating to redundancy

e Create a chart of your overall virtualization
architecture

« Obtain approval




lmplementathn prOdUCtS COMNC

 Evaluate application software support
 Evaluate the cost

 Run more that one virtualization product
through a pilot



Implementation : hardware

« Capacity planning

« Qetting help

« Cost justification

« Performing a pilot implementation



Operating your virtualization conc
solution: Migration
* Vendor specific migration tools

e Third party tools
e Manual migration



Operating your virtualization solutiomnc
: administration

« Accept that you'll use more that one tool

« Postpone virtualization until your existing
management tool supports

 Create your own management solution
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Choosing hardware

« Big four resources of servers
— Processors
— Network cards
— Storage
— Memory



Selecting the right hardware forconc
~ Virtualization |
« Keep in mind that the performance of the virtual
server host determines the performance of every
virtual server guest on that host. That also applies
to the disk and network infrastructure.

« Multi-core CPUs are excellent for VMware. You
can also get hyper threading and multi-core,
together.

« Compare the option of fewer high performance
servers vs. more lower performance servers.



Selecting the right hardware foreconc

Virtualization

 First, make sure that your system meets the
minimum requirements of Workstation or

Server

e Second, examine the number of virtual servers
that you will run on and the application
requirements of each application running inside
each virtual server.

« Third, add up these requirements to see what
the what capacity your virtual host will require.



Selecting the right hardware foreconc
Virtualization

RAM - the more the better, ensure you have enough for
the host OS, plus all concurrent guest systems - varies from

app to app.

CPU - total the requirements for the host OS and all Guest
OS systems but then reduce it by some percentage, say
25% - varies from app to app.

Networking - IOOMb or 1Gb Ethernet

Disk - the host OS will need swap space, OS space, and
room for all virtual disks (that may growl!). Disk options
include: SATA or SCSI for local and iSCSI or FC for SAN.
Use RAID 1, 5, or 10.



Steps for selecting the right hardware

« Always use empirical performance data if it is

a critical application and if the data can be
cathered.

 Don’t forget to *TEST*
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Choosing servers

32-bit hardware — reusing
Using 64-bit servers
Blade servers : a 64-bit alternative

-uture development: Virtualization enabled
chips

— More efficient memory

— Faster networking for virtualized machines




Which Platform Do | choose for ré@%zg
Host Operating System?

Do | choose Windows Server or Linux Server?

Pros of Linux

* Free host OS license
« Greater performance

Pros of Windows

 Easier to use for folks used to working with Windows
* Fewer prerequisites to think about
« Common Windows Pros - integration, ease of use etc

The OS you choose really depends on the
experience you and those in your group.
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Ten resources of virtualization

e Get Free virtualization software

« Get Great content
— http:/ / searchservervirtualization.techtarget.com

« Latest News

— www.infoworld.com
 Blogs

— Many in the list...
« Hardware developments



http://searchservervirtualization.techtarget.com/
http://www.infoworld.com/

Ten resources of virtualization coac
cont...

e Find out more

— http:/ /vmware.com/resources/communities/ use
reroup/localgroups.html

« Attend virtualization events
« Take advantage of vendor information

« Keep up with storage virtualization

— W\ivw.networkworld.com [ topics/ virtualization.ht
m

e Latest on virtualization
— www.virtualization.info



http://vmware.com/resources/communities/usergroup/localgroups.html
http://vmware.com/resources/communities/usergroup/localgroups.html
http://www.networkworld.com/topics/virtualization.html
http://www.networkworld.com/topics/virtualization.html
http://www.virtualization.info/
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